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Abstract. Nonlinearity and resiliency are well known as some of the
most important cryptographic parameters of Boolean functions, it is
actual the problem of the constructing of functions that have high nonlinearity and resiliency simultaneously. In 2000 three groups of authors
obtained independently the upper bound 2n−1 −2m+1 for the nonlinearity
of an m-resilient function of n variables. It was shown that if this bound is
achieved then (n − 3)/2 ≤ m ≤ n − 2. Simultaneously in 2000 Tarannikov
constructed functions that achieve this bound for (2n − 7)/3 ≤ m ≤
n − 2. In 2001 Tarannikov constructed such functions for 0.6n − 1 ≤ m
introducing for this aim so called proper matrices; later in 2001 Fedorova
and Tarannikov constructed by means of proper matrices the functions
that achieve
the bound 2n−1 − 2m+1 for m ≥ cn(1 + o(1)) where c =
√
1/ log2 ( 5 + 1) = 0.5902... but proved simultaneously that by means
of proper matrices it is impossible to improve this result. During the
period since 2001 it was not any further progress in the problem on the
achievability of the bound 2n−1 − 2m+1 in spite of this problem was
well known and actual except the constructing in 2006–2007 by three
groups of authors by means of a computer search concrete functions for
n = 9, m = 3. In this paper we find the new approach that uses the
generalization of the concept of proper matrices. We formulate combinatorial problems solutions of which allow to construct generalized proper
matrices with parameters impossible for old proper matrices. As a result
we obtain the constructions of m-resilient functions of n variables with
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Boolean functions with maximal nonlinearity for expanded range of parameters.
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maximal nonlinearity for m ≥ cn(1 + o(1)) where c = 0.5789..., and also
we demonstrate how further advance in combinatorial problems follows
an additional decrease of the constant c.
Keywords: Boolean functions, symmetric-key cryptography, nonlinearity,
resiliency, maximal possible nonlinearity, bounds, plateaued functions,
constructions, implementation complexity.
1. Introduction
Nonlinearity and correlation immunity (resiliency) belong to the number of the most
important cryptographic characteristics of Boolean functions required for the resistance of
cryptosystems (in particular, ciphers) with Boolean functions as building blocks against
linear, correlation and other kinds of cryptographic attacks. Therefore it is very desirable
that functions used in ciphers have high nonlinearity and resiliency simultaneously. However, in 2000 [11, 15, 20] it was proved the upper bound for the nonlinearity of m-resilient
functions on Fn
2:
nl(f ) ≤ 2n−1 − 2m+1
for m ≤ n − 2, and it was shown that if an equality in this bound is achieved then n−3
≤
2
m ≤ n − 2. Hence, it has become important the problem of the constructing of functions
that achieve an equality in this bound (as said, the constructing of functions with maximal
possible nonlinearity). After some steps of consecutive improvements in 2001 Fedorova and
Tarannikov [3] obtained the best result before a long break: they constructed m-resilient
functions on Fn
2 with maximal possible nonlinearity for 0.5902...n(1+o(1)) ≤ m ≤ n−2 but
proved simultaneously that by means of used technique of proper matrices it is impossible
to decrease the constant 0.5902... During the following period it was not any further
progress in this problem except the constructing of concrete functions on small number of
variables (n = 9, m = 3) by means of a computer search. At the same time in recent years
it is studied intensively the problem on the constructing of functions with high nonlinearity
for small (constant) values of m, we can mention the works [4, 5, 14, 17, 19]. The reason
of such shift of interest was the difficulty of the problem on the constructing of functions
with maximal possible nonlinearity and a research stagnation in this problem as well as an
opinion that the nonlinearity is some more important cryptographic property whereas for
the resiliency it is sufficient to have a constant order. However, from a practical point of
view the nonlinearity is not important so much as the relative nonlinearity, i. e. the value
nl(f )
. More exactly, the deviation of relative nonlinearity from 0.5 is important. From
2n
well-known upper bound for the nonlinearity of an arbitrary Boolean function nl(f ) ≤
n
2n−1 − 2 2 −1 it follows that the deviation of relative nonlinearity of any Boolean function
1
on Fn
2 from 0.5 is at least n +1 ; at the same time, if to construct an m-resilient function on
22

n−1
Fn
− 2m+1 for m close to 0.5n then the deviation
2 with maximal possible nonlinearity 2
1
of its relative nonlinearity from 0.5 will be equal to 2n−m−1
, i. e. close to the lower bound
of the best possible deviation. Therefore a progress in the problem of the constructing of
n−1
an m-resilient function on Fn
− 2m+1 for m close
2 with maximal possible nonlinearity 2
to 0.5n is still important since it allows to combine the nonlinearity close to optimal with
very high resiliency.
In this paper the new approach is found. This approach uses the generalization of the
concept of proper matrices. New combinatorial problems are formulated. The solutions
of these problems allow to construct the generalized proper matrices with parameters
impossible for simply proper matrices. As a result we obtain constructions of m-resilient
functions of n variables with maximal nonlinearity for m ≥ cn(1 + o(1)) where c =
0.5789..., and also we demonstrate how further advance in combinatorial problems follows
an additional decrease of the constant c.
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2. General information and the history of the problem
We consider Fn
2 , the space of vectors of the length n with components from F2 . A
Boolean function of n variables is a mapping from Fn
2 to F2 . We shall denote a function
f of n variables also in the form f (x) = f (x1 , x2 , . . . , xn ) implying that variables x1 , x2 ,
n
. . . , xn correspond uniquely to components of Fn
2 . Below we denote the vector from F2 by
a letter without a low index whereas a component of this vector by the same letter with
the low index that points to the ordinal number of this component in the vector.
The weight |x| of the vector x from Fn
2 is the number of ones in x. The weight wt(f )
n
of a function f on Fn
2 is the number of vectors x from F2 such that f (x) = 1. A function
n−1
f is called balanced if wt(f ) = wt(f ⊕ 1) = 2
(i. e. a function takes the values 0 and 1
at the same numbers of vectors. A subfunction of a Boolean function f is the function f 0
obtained by the substitution into f some constants 0 or 1 instead of some variables.
It is well known that a function f defined on Fn
2 has the unique polynomial representation over F2 which degree on each variable does not exceed 1, namely
M
f (x1 , . . . , xn ) =
g(a1 , . . . , an )xa1 1 . . . xann
(a1 ,...,an )∈F2n

where g is also some function on Fn
2 . Such polynomial representation of f is called the
algebraic normal form (briefly, ANF) of the function f , and each monomial xa1 1 . . . xann is
called the term in ANF of the function f .
The algebraic degree of a function f denoted by deg(f ) is defined as the number of
variables in the longest term in ANF of the function f . The algebraic degree of a variable
xi in function f denoted by deg(f, xi ) is the number of variables in the longest term in
ANF of the function f that contains xi . If deg(f, xi ) = 1 then we say that f depends on xi
linearly. The term of the length 1 is called a linear term. If deg(f ) ≤ 1 then f is called the
affine function. If f is an affine function and f (0) = 0 then f is called the linear function.
The Hamming distance d(x0 , x00 ) between two vectors x0 and x00 is the number of
components where vectors x0 and x00 differ. For two Boolean functions f1 and f2 on Fn
2
the distance between f1 and f2 is defined as d(f1 , f2 ) = |{x ∈ Fn
2 |f1 (x) 6= f2 (x)}|. It is
easy to see that d(f1 , f2 ) = wt(f1 ⊕ f2 ). For given function f from Fn
2 the minimum of
distances d(f, l) where l is running through the set of all affine functions on Fn
2 is called
the nonlinearity of f and is denoted by nl(f ).
Let x = (x1 , . . . , xn ) and u = (u1 , . . . , un ) be vectors of the length n over F2 . The inner
product of x and u is defined as
< x, u >=

n
X

xi u i .

i=1

We assume that the sum x + u of two vectors x and u from Fn
2 is their component-wise
addition over F2 .
The Walsh Transform of a Boolean function f is the integer-valued function on Fn
2
defined as follows:
X
Wf (u) =
(−1)f (x)+<u,x> .
x∈Fn
2

F2n

For each u ∈
the value Wf (u) is called the Walsh coefficient or the spectral coefficient.
The collection of Walsh coefficients Wf (u) of the function f for all vectors u ∈ Fn
2 is called
the spectrum of the function f . The collection of all vectors u ∈ Fn
2 such that Wf (u) 6= 0
is called the spectrum support of the function f .
The set of all Walsh coefficients of a Boolean function f on Fn
2 satisfies the Parseval’s
Equality:
X
Wf2 (u) = 22n .
u∈Fn
2
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It is well known that the nonlinearity of a function f on Fn
2 is expressed via its Walsh
coefficients by formula
1
(1)
nl(f ) = 2n−1 − maxn |Wf (u)|.
2 u∈F2
A Boolean function f is called plateaued if there exists the positive integer c such that
c
for any vector u ∈ Fn
2 we have Wf (u) ∈ {0, ±2 }.
n
A Boolean function f defined on F2 is called correlation-immune of order m, 1 ≤ m ≤
n, if the output of f and any set of m its input variables are statistically independent. This
concept was introduced by Siegenthaler [13]. In an equivalent non-probabilistic formulation
a Boolean function f is called correlation-immune of order m if wt(f 0 ) = wt(f )/2m for
any its subfunction f 0 of n − m variables. The balanced correlation-immune function of
order m is called m-resilient. In other words, a Boolean function f is called m-resilient if
wt(f 0 ) = 2n−m−1 for any its subfunction f 0 of n − m variables. From this point of view
we can formally consider any balanced Boolean function as 0-resilient and an arbitrary
Boolean function as (−1)-resilient (a function of n variables has not a subfunction of n + 1
variables, therefore for any its subfunction of n + 1 variables all statements hold). The
concept of an m-resilient function was introduced in [2].
There is the characterization of a correlation-immune function via its Walsh coefficients.
For the first time this characterization was obtained in [18].
Lemma 1. [18] A function f on Fn
2 is the correlation-immune function of order m if and
only if Wf (u) = 0 for all vectors u ∈ Fn
2 such that 1 ≤ |u| ≤ m.
It is easy to see that a function f is balanced if and only if Wf (0) = 0. Therefore the
next corollary holds.
Corollary 1. A function f on Fn
2 is m-resilient if and only if Wf (u) = 0 for all vectors
u ∈ Fn
2 such that |u| ≤ m.
It holds also the next property of Walsh coefficients of correlation-immune functions
[11].
Lemma 2. [11] If f is a correlation-immune function of order m on Fn
2 , m ≤ n − 1, then
m+1
for any u ∈ Fn
) holds. Moreover, if f is m-resilient,
2 the formula Wf (u) ≡ 0 (mod 2
m ≤ n − 2, then Wf (u) ≡ 0 (mod 2m+2 ).
In [11, 15, 20] it was proved the upper bound for the nonlinearity of correlation-immune
functions.
Lemma 3. [11, 15, 20] Let f be a correlation-immune of order m Boolean function on
Fn
2 , m ≤ n − 1. Then the inequality
(2)

nl(f ) ≤ 2n−1 − 2m

holds. Moreover, if f is an m-resilient Boolean function on Fn
2 , m ≤ n − 2, then the
inequality
(3)

nl(f ) ≤ 2n−1 − 2m+1

holds.
Corollary 2. If in Lemma 3 in formulas (2) or (3) an exact equality is achieved then the
function f must be plateaued.
Proof. The corollary follows immediately from the representation (1), Lemma 2 and the
definition of plateaued functions.
u
t
Thus, if an equality in bounds (2) or (3) is achieved then the function f is plateaued,
its Walsh coefficients take values only from the set {0, ±2m+1 } for the bound (2) and
{0, ±2m+2 } for the bound (3). Conversely, if Walsh coefficients of a function f on Fn
2 take
values only from the set {0, ±2m+a } then nl(f ) = 2n−1 − 2m+a−1 .
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Khalyavin proved [22] that if in (2) an exact equality is achieved then either n =
2s+1 + 1, m = 2s , or n = 2s+1 + 2, m = 2s + 1 for some positive integer s. Examples of
functions that achieve an equality in the bound (2) for n = 5, m = 2 and n = 6, m = 3
are given in [15] and for n = 9, m = 4 and n = 10, m = 5 were constructed by Khalyavin
in [21, 23].
The remained part of this paper is devoted to the constructing of functions that achieve
an equality in the bound (3).
Note that if in the bound (3) an exact equality is achieved then n−3
≤ m ≤ n − 2 since
2
n
>
m
for
m-resilient
Boolean
functions
on
F
there
is
more
strong bound
in the case n−3
2
2
n

nl(f ) ≤ 2n−1 − 2 2 −1 − 2m+1
that was proved in [11].
Even before obtaining the bound (3) different researchers ([1, 12] etc.) proposed constructions of m-resilient functions on Fn
2 that achieve an equality in (3) for n − m =
O(log2 n). Tarannikov in 2000 [15] constructed functions that achieve an equality in (3)
for 2n−7
≤ m ≤ n−2. In [9] Pasalic, Maitra, Johansson and Sarkar modifying constructions
3
from [15] expanded the achievability range of the bound (3) till 2n−8
≤ m ≤ n−2, n ≥ 7. In
3
[16] Tarannikov by means of proper matrices constructed functions that achieve an equality
in (3) for 0.6n−1 ≤ m ≤ n−2. In 2001 Fedorova and Tarannikov [3] constructed functions
that achieve an equality in (3) for m ≥ 0.5902...n(1 + o(1)) but proved simultaneously
that by means of proper matrices it is impossible to decrease the constant 0.5902... =
1
√
. During the next more than 10 years it was not any progress in the problem
log2 ( 5+1)
on the constructing of functions achieving an equality in (3) except the constructing in
2006–2007 in works [6, 7, 10] by means of advanced algorithms of a computer search some
examples of functions that achieve an equality in (3) for n = 9, m = 3. In the next sections
we generalize the concept of a proper matrix, decrease the constant 0.5902... and show
how it is possible to obtain further improvements by means of a progress in combinatorial
problems formulated by us.
3. Lemmas on spectra
Lemma 4. Let X = (x1 , . . . , xn ), Y = (y1 , . . . , yk ) be vectors of variables, σ = (σ1 , . . . , σk ),
u = (u1 , . . . , un ), v = (v1 , . . . , vk ). Suppose that the representation
!
k
M Y
(yi ⊕ σi ) fσ (X)
g(X, Y ) =
σ∈Fk
2

i=1

takes place. Then
Wg (uv) =

X

(−1)<σ,v> Wfσ+(1,...,1) (u).

σ∈Fk
2

Proof. We have
Wg (uv) =

X

(−1)g(Xσ)+<Xσ,uv> =

Xσ∈Fn+k
2

X
σ∈Fk
2

(−1)<σ,v>

X
X∈Fn
2

(−1)g(Xσ)+<X,u> =

X

(−1)<σ,v> Wfσ+(1,...,1) (u).

σ∈Fk
2

u
t
Lemma 5. Let f (x1 , . . . , xn ) be a Boolean function on Fn
2 , and let g(x1 , . . . , xn , xn+1 ) =
f (x1 , . . . , xn ) ⊕ xn+1 , u = (u1 , . . . , un ). Then
a) Wg (u0) = 0, Wg (u1) = 2Wf (u);
b) if f is m-resilient then g is (m + 1)-resilient.
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Proof. a) Denote X = (x1 , . . . , xn ). We have
X
Wg (uun+1 ) =
(−1)g(Xxn+1 )+<Xxn+1 ,uun+1 > =
Xxn+1 ∈Fn+1
2

X

(−1)g(X0)+<X,u> + (−1)un+1

X∈Fn
2

X

(−1)g(X1)+<X,u> = Wf (u) − (−1)un+1 Wf (u).

X∈Fn
2

It follows the statement of a).
b) Each vector from the spectrum support of the function f has by Corollary 1 the weight
greater than m and, as we see from the proof of the item a), each vector from the spectrum
support of the function g has one in the (n + 1)th component. From here by Corollary 1
the function g is (m + 1)-resilient.
u
t
Corollary 3. If a function (x1 , . . . , xn ) achieves an equality in the bound (3) then the
function g(x1 , . . . , xn , xn+1 ) = f (x1 , . . . , xn ) ⊕ xn+1 also achieves an equality in the bound
(3).
Corollary 4. All vectors from the spectrum support of the function g(x1 , . . . , xn , xn+1 ) =
f (x1 , . . . , xn ) ⊕ xn+1 have 1 in the (n + 1)th component.
In [15] in was introduced the concept of a pair of quasilinear variables. We say that a
function g depends on a pair of variables (xi , xj ) quasilinearly if at any two vectors that
differ in the ith and the jth components and identical in all remained components the
function g takes different values. It is easy to see that if a function g on Fn+1
depends
2
on the pair of variables (xn , xn+1 ) quasilinearly then it is possible to represent g in the
form g(x1 , . . . , xn−1 , xn , xn+1 ) = f (x1 , . . . , xn−1 , xn ⊕ xn+1 ) ⊕ xn+1 where f (x1 , . . . , xn ) =
g(x1 , . . . , xn , 0).
Note that if some function f has at least one pair of quasilinear variables then this
function is balanced since it is possible to combine all vectors of Fn
2 into pairs (vectors
in a pair differ only in two components corresponding to these variables) such that the
function f takes the value 1 at exactly one vector from a pair of vectors.
Lemma 6. Let f (x1 , . . . , xn ) be a Boolean function on Fn
2 , and let g(x1 , . . . , xn−1 , xn ,
xn+1 ) = f (x1 , . . . , xn−1 , xn ⊕ xn+1 ) ⊕ xn+1 , u = (u1 , . . . , un−1 ). Then
Wg (uun un+1 ) = 0 if un = un+1 , and Wg (uun un+1 ) = 2Wf (uun ) if un 6= un+1 .
Proof. Denote X = (x1 , . . . , xn ). We have
X
X
Wg (uun un+1 ) =
(−1)g(Xxn+1 )+<Xxn+1 ,uun un+1 > =
(−1)g(X0)+<X,uun > +
Xxn+1 ∈Fn+1
2

(−1)un+1

X

X∈Fn
2

(−1)g(X1)+<X,uun > = Wf (uun ) − (−1)un ⊕un+1 Wf (uun ).

X∈Fn
2

It proves the lemma.

u
t

Corollary 5. All vectors from the spectrum support of the function g(x1 , . . . , xn−1 , xn ,
xn+1 ) = f (x1 , . . . , xn−1 , xn ⊕ xn ) ⊕ xn+1 have in the pair of components (n, n + 1) either
the combination 01 or the combination 10.
Corollary 6. If a function f (x1 , . . . , xn ) achieves an equality in the bound (3) and f is
m-resilient whereas the function g(x1 , . . . , xn , xn+1 ) = f (x1 , . . . , xn−1 , xn ⊕ xn+1 ) ⊕ xn+1
is (m + 1)-resilient then the function g also achieves an equality in the bound (3).
Note that the transformation of some variable into a pair of quasilinear variables, in
general, does not guarantee the growth of the resiliency of a function. Nevertheless, below
we show that in Construction 2 the transformation of some just added variable into a pair
of quasilinear variables leads to the growth of the resiliency.

GENERALIZED PROPER MATRICES CONSTRUCTING m-RESILIENT FUNCTIONS

235

4. Recursive construction and proper matrices
Construction 1. Let X = (x1 , . . . , xn+t ), Y = (y1 , . . . , yk ) be vectors of Boolean
variables. Let {fσ (X)}σ∈Fk be the set of 2k functions possessing the next properties:
2

1) each fσ (X) is an (m + t)-resilient Boolean function on Fn+t
;
2
2) each fσ (X) achieves the bound (3);
3) for any two functions fσ0 (X) and fσ00 (X), σ 0 6= σ 00 , the spectrum supports of the
functions fσ0 (X) and fσ00 (X) are disjoint.
Lemma 7. In definitions of Construction 1 the function
!
k
M Y
g(X, Y ) =
(yi ⊕ σi ) fσ (X)
i=1

σ∈Fk
2

is an (m + t)-resilient Boolean function on F2n+t+k that achieves the bound (3).
Proof. By Corollary 2 any of functions fσ (X) is plateaued and all nonzero Walsh coefficients of each of these functions have the absolute value 2m+t+2 . From the property of the
spectrum supports of functions fσ (X) to be mutually disjoint by Lemma 4 it follows that
all nonzero Walsh coefficients of the function g also have the absolute value 2m+t+2 . The
fact that all fσ (X) are (m + t)-resilient follows that g is also (m + t)-resilient. Therefore
g really achieves the bound (3).
u
t
Construction 2. Let X = (x1 , . . . , xn+t ), Y = (y1 , . . . , yk ), Z = (z1 , . . . , zk ) be vectors
of Boolean variables. Let c = (c1 , . . . , ck ) ∈ Fk2 be a fixed binary vector, |c| = s. Let
{fσ (X)}σ∈Fk be the set of 2k functions possessing the same properties as in Construction
2
1:
1) each fσ (X) is an (m + t)-resilient Boolean function on Fn+t
;
2
2) each fσ (X) achieves the bound (3);
3) for any two functions fσ0 (X) and fσ00 (X), σ 0 6= σ 00 , the spectrum supports of the
functions fσ0 (X) and fσ00 (X) are disjoint.
Lemma 8. In notation of Construction 2 the function
gc (X, Y, Zc ) =

M
σ∈Fk
2

k
Y

!
(yi ⊕ ci zi ⊕ σi ) fσ (X)

i=1

k
M

c i zi

i=1

is an (m + t + s)-resilient Boolean function on F2n+t+k+s that achieves the bound (3) and
has s nonintersecting pairs of quasilinear variables. We assume that if ci = 0 then the
variable zi does not belong to the set Zc of variables of the function gc .
Proof. If s = 0 then the statement of lemma was already proved in Lemma 7 for the
function g0 which is plateaued by Corollary 2. If s > 0 then we shall successive replace in
g0 for all i such that ci = 1 variables yi to pairs of quasilinear variables (yi , zi ). At every
step of such replacement by Lemma 6 the absolute value of all nonzero Walsh coefficients
of a new function will be 2 times greater than in a previous function. Therefore at every
step we will obtain a plateaued function again. After all s steps we shall find that all Walsh
coefficients of the function gc belong to the set {0, ±2m+t+s+2 }. Show that the function gc
is (m + t + s)-resilient. Consider an arbitrary vector α from the spectrum support of the
function gc . In left (n + t) components the vector α by Lemma 4 has more than m + t ones
since each of functions fσ (X) is (m+t)-resilient. In each pair of components corresponding
to the pairs of variables (yi , zi ) for ci = 1 the vector α has one 1 by Corollary 5. Therefore
the weight of the vector α is greater than m + t + s. It follows that the function gc is
(m + t + s)-resilient and according to arguments given above it achieves the bound (3).
The lemma is proved.
u
t
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Having an m-resilient function f on Fn
2 that achieves the bound (3) we can obtain from
f an (m + t)-resilient function on Fn+t
that achieves the bound (3) adding to f new t0
2
linear variables and transforming s variables, t0 + s = t, into pairs of quasilinear variables.
The required nonlinearity is guaranteed by Lemmas 5 and 6 whereas the required growth
of the resiliency can be achieved according to Lemma 8 if we replace just added variables
yi by pairs of quasilinear variables.
However, for the application of Construction 2 it is necessary to guarantee that the
spectrum supports of any two different functions fσ are disjoint. In [16] for this aim it
were introduced (k0 , k, p, t)-proper matrices. We shall not repeat now the definition of
these matrices but give its generalization and after this explain the differences between
old and new definitions.
5. Disjointed rows and generalization of proper matrices
Consider the set V of rows of the length p which components are symbols 1/2, 1 or ∗,
moreover, all symbols 1/2 are joined in pairs inside of each row (thus, the total number
of symbols 1/2 in each row is even). We associate every row α from V with the states of
last p variables v1 , . . . , vk of some Boolean function fα (u1 , . . . , un−p , v1 , . . . , vp ), namely,
if αi = 1 then the corresponding variable vi of the function fα is linear; if αi = αj = 1/2
and the components i and j in the row α are joined in a pair then the variables (vi , vj )
form the pair of quasilinear variables of the function fα .
Two rows α and β from the set V are called disjointed if the spectrum supports of any
correspondingly associated functions fα and fβ are guaranteed to be disjoint.
Example 1. Let αi = αj = 1, βi = βj = 1/2 and the components i and j in the row
β are joined in a pair. Then the spectrum supports of any associated functions fα and
fβ are guaranteed to be disjoint. Indeed, each vector from the spectrum support of fα by
Corollary 4 has ones in components corresponding to the variables vi and vj whereas every
vector from the spectrum support of fβ by Corollary 5 has one in some of components
corresponding to the variables vi and vj and zero in another component. In fact, at this
property it was based the using of Construction 2 in [16] (at other language — without the
Walsh coefficients) but it was restricted by this example. Below we show that disjointed
rows can have more general form.
Lemma 9. Let α and β be two rows from V of the length p. Let I be a set of indexes,
I ⊆ {1, . . . , p}. Suppose that the rows α and β do not contain symbols ∗ in components from
I, inside of the row α each symbol 1/2 in a component from I is joined in a pair with some
symbol 1/2 also in a component from I, the same is true for the row β. Besides, suppose
that the rows α and β contain different number of pairs of symbols 1/2 in components
from I. Then the rows α and β are disjointed.
Proof. Suppose that the row α contains exactly a pairs of symbols 1/2 in components from
I and consequently exactly |I| − 2a ones in components from I. Then by Corollaries 4 and
5 any vector from the spectrum support of the function fα in components from I contains
exactly |I| − a ones. If in the row β there are exactly b pairs of symbols 1/2 in components
from I, a 6= b, then |I| − a 6= |I| − b, so the spectrum supports of the functions fα and fβ
are disjoint that proves the lemma.
u
t
Corollary 7. Let α and β be two rows of the length p from V , moreover, there exist the
components i1 , . . . , i2d such that αi1 = αi2d = 1, αij = 1/2, j = 2, . . . , 2d − 1; βij = 1/2,
j = 1, . . . , 2d. Besides, join in pairs components (i2j , i2j+1 ), j = 1, . . . , d − 1, in the row
α and components (i2j−1 , i2j ), j = 1, . . . , d, in the row β. Then the rows α and β are
disjointed.
Lemma 10. Let α and β be two rows from V of the length p = n + k. Let I be a set of
indexes, I ⊆ {1, . . . , p}, |I| = n. Denote by αI and βI the restrictions of α and β on I,
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correspondingly. Suppose that inside of the row α each symbol 1/2 in a component from I
is joined in a pair with some symbol 1/2 also in a component from I, the same is true for
the row β. Besides, suppose that the subrows αI and βI are disjointed. Then the rows α
and β are disjointed too.
Proof. By definition of disjointed rows for given u ∈ Fn
2 we have either Wfα(I) (u) = 0 for
any function fα(I) associated with α(I) or Wfβ(I) (u) = 0 for any function fβ(I) associated
with β(I). By Lemma 4 it follows either Wfα (uv) = 0 for any v ∈ Fk2 and any function fα
on Fn+k
associated with α or Wfβ (uv) = 0 for any v ∈ Fk2 and any function fβ on Fn+k
2
2
associated with β.
u
t
The concept of disjointed rows is helpful for the constructing of sets of functions with
nonintersecting spectrum supports required in Construction 2. Introduce the concept of a
generalized proper matrix.
A matrix A of size 2k × p is called the generalized (k0 , k, p, t)-proper matrix if in each
of its cells the symbol from the set {1/2, 1, ∗} is recorded, moreover, inside of each row all
symbols 1/2 are joined in nonintersecting pairs, and also the next conditions hold:
1) each row of the matrix A contains at most k0 pairs of symbols 1/2;
2) the sum of all number symbols in each row is equal to t (stars are not counted);
3) any two different rows of the matrix A are disjointed.
The difference of generalized proper matrices from simply proper matrices introduced
in [16] is as follows. At first, in [16] all columns were inflexibly joined in pairs and two
columns of every pair were identical (in notation of [16] they were joined in one column
with doubled values of symbols) whereas symbols 1/2 were automatically joined in pairs
inside of pairs of columns. At second, in [16] de facto only such pairs of rows are considered
as disjointed for which the configuration of Example 1 took place. At third, in [16] the
condition 2) was relaxed — it was required that corresponding sums did not exceed t; but
this unimportant relaxation led to additional awkwardness in further text.
The next lemma is a reformulation for generalized proper matrices of the statement
from [16].
Lemma 11. Let A be a generalized (k0 , k, p, t)-proper matrix. Let n and m be positive
integers, p ≤ n + t. Suppose that for any integer i such that
(a) 0 ≤ i ≤ k0 ;
(b) the matrix A contains some row α with exactly i pairs of symbols 1/2
the next condition holds: there exists the (m + i)-resilient function on Fn+i
that has i
2
nonintersecting pairs of quasilinear variables and achieves the bound (3). Then for each
integer s, 0 ≤ s ≤ k, it is possible to construct an (m+t+s)-resilient function on F2n+t+k+s
that has s nonintersecting pairs of quasilinear variables and achieves the bound (3).
Proof. Suppose that the row α of the matrix A contains exactly i pairs of symbols 1/2.
Take the corresponding to this row the function f the existence of which is guaranteed by
the condition of this lemma. Add to f new t − i linear variables. Permute variables in the
resulting the (m + t)-resilient function on Fn+t
by the such way that the last p variables
2
arrive in correspondence with the form of the row α: to components where 1 is in α we
shift linear variables whereas to components corresponding to a pair of symbols 1/2 we
shift a pair of quasilinear variables. It is easy to see that after a permutation of variables
the nonlinearity and the resiliency of a function are not changed. Make it for each row
of the matrix A. As a result we obtain a family of functions satisfied to the condition of
Construction 2 that by Lemma 8 guarantees the constructing of required new functions.
The lemma is proved.
u
t


Example 2. Suppose that p is even, p/2
≥ 2k . Then there exists the generalized
2
(2, k, p, p − 2)-proper matrix. Indeed, join inflexibly in pairs the components (2i − 1, 2i),
i = 1, . . . , p/2. We shall record only rows with exactly two pairs of symbols 1/2 (inside
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of inflexibly joined pairs) and ones in all remained components. There exist p/2
rows
2
of such form. It is easy
to
see
that
any
two
different
rows
of
such
form
are
disjointed.
By


p/2
k
k
assumption we have 2 ≥ 2 , so we can record 2 different rows of a desired form that
is sufficient for the constructing of the generalized (2, k, p, p − 2)-proper matrix.
The function f (x1 , x2 , x3 , x4 ) = (x1 ⊕ x2 )(x3 ⊕ x4 ) ⊕ x2 ⊕ x4 has two nonintersecting
pairs of quasilinear variables and f is 1-resilient achieving an equality in the bound (3).
The condition p ≤ n + t = 4 + (p − 2) holds too. Therefore using in Lemma 11 for the
function f just constructed
generalized (2, k, p, p − 2)-proper matrix for any fixed k for


some p provided

p/2
2

0 +s
≥ 2k we obtain (m0 + s)-resilient functions on Fn
that achieve
2

the bound (3) for any number s of nonintersecting pairs of quasilinear variables from 0 till
k for some n0 and m0 .
Theorem 1. If there exists the generalized (k, k, p, t)-proper matrix then it is possible
to construct the sequence of m-resilient functions on Fn
2 that achieve the bound (3) for
t
n → ∞, m
→ t+k
.
n
Proof. In Example 2 it were constructed (m0 + s)-resilient functions on F2n0 +s that achieve
the bound (3) with any number s of nonintersecting pairs of quasilinear variables from 0
till k for some n0 and m0 . Applying now r times Construction 2 we obtain an (m0 +s+rt)n +s+r(t+k)
resilient function on F2 0
that achieves the bound (3). Obviously, for r → ∞ we
m
t
have n → t+k that was required.
u
t
Note that the construction of Example 2 is not effective and it was given here only to
provide a simplicity of the proof of Theorem 1. From a practical points of view it is more
profitable to make not one big transfer from k0 to k but many small ones. Examples of
such sequences of transfers are given in [3]. Note also that in Example 2 de facto it were
used proper matrices in their old definition since columns were inflexibly joined in pairs
and the property of any two rows to be disjointed was guaranteed by only two columns
of some inflexible pair. The appropriateness of introducing of the definition of generalized
proper matrices will be shown in the next section.
6. New constructions
We say that a matrix M is disjoint if in each of its cells the symbol from the set
{1/2, 1, ∗} is recorded, moreover, inside of each row all symbols 1/2 are joined in pairs,
and also any two rows of M are disjointed. Thus, disjoint matrices differ from generalized
proper matrices by the fact that for disjoint matrices there are no inflexible restrictions
on the number of rows and on the values of sums of number symbols in rows. If the sum
of number values in each row of a disjoint matrix is exactly t then such matrix is called
t-disjoint.
Construction 3. Suppose that a disjoint matrix M has h rows and the sum of number
symbols in the ith row of M is equal to ti , i = 1, . . . , h. Denote tmax = max ti . We shall
1≤i≤h

construct the sequence of t-disjoint matrices A(t), t = 0, 1, . . . Denote by s(t) the number
of rows in the matrix A(t). Define initial t-disjoint matrices A(t), t = 0, 1, . . . , tmax −1 ,
arbitrary (for example, certainly it is possible to take the row of t ones as an initial matrix
A(t) although from the practical reasons it is desirable that the matrix A(t) contains as
many rows as possible). Define for t ≥ tmax the matrix A(t) recursively by the next way.
For the row α of the matrix M with the index i, i = 1, . . . , h, record into A(t) rows that
are a result of the concatenation of α with each of rows of the matrix A(t − ti ). Since, in
general, the rows of the resulting matrix A(t) can be of different length, for the alignment
record stars to absents components on the right side of rows. From this construction and
Lemma 10 it is easy to see that A(t) is a t-disjoint matrix and there is the recurrence
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equation
s(t) =

h
X

s(t − ti )

i=1

with the corresponding characteristic polynomial
(4)

xtmax −

h
X

xtmax −ti .

i=1

The largest root of the characteristic polynomial (4) is real and positive except some
degenerate cases. The classification of degenerate and non-degenerate cases is connected
closely with conditions of the Perron–Frobenius theorem for nonnegative matrices [8]. In
non-degenerate cases if Xmax is the largest root of the characteristic polynomial (4) then
t
the asymptotics of the value s(t) has the form s(t) = CXmax
(1 + o(1)) where the constant
C is defined by initial conditions. If in the matrix A(t) to remove rows up to the nearest
power of two leaving 2k rows where k = blog2 s(t)c = t log2 Xmax (1 + o(1)) then it is easy
to see that the resulting matrix will be the generalized (t, k, p, t)-proper matrix where p is
the number of columns in the matrix A(t). However, if we are interested in the generalized
(k0 , k, p, t)-proper matrix for k = t log2 Xmax (1 + o(1)) then we must remove in the matrix
A(t) all rows with the number of pairs of symbols 1/2 greater than k0 and to prove that
the number of such rows is asymptotically small in comparison with s(t).
Note that in [3] in the capacity of a matrix M in fact it was used the matrix


1
1
(1/2)2 (1/2)1
that gave the recurrence equation s(t) = s(t−2)+s(t−1)
and the characteristic polynomial
√
x2 − x − 1 with the largest root Xmax = 5+1
= 1.6180... This gave the possibility to
2
construct a (k0 , k, p, t)-proper matrix for k0 < k, k = log2 Xmax (1 + o(1)), and, thus, to
t
achieve the ratio t+k
= 1+log 1 Xmax (1 + o(1)) = 0.5902...(1 + o(1)).
2
It is possible to develop this construction by the next way. We shall use our new
terminology but for now actually not going beyond old proper matrices.
Construction 4. Suppose n is even. Join in pairs the columns (2i − 1, 2i), i = 1, . . . , n/2,
and record into the matrix Mn one copy of all such rows a = (a1 , . . . , an ) of symbols 1/2
and 1 that a2i−1 = a2i , i = 1, . . . , n/2. As a result we obtain the matrix with 2n/2 rows.
For example, for n = 4 we have


1
1
1
1
 (1/2)2 (1/2)1

1
1
.
Mn = 

1
1
(1/2)4 (1/2)3 
(1/2)2 (1/2)1 (1/2)4 (1/2)3


It is easy to see that the matrix Mn constructed by this way contains exactly n/2
rows
j
with j pairs of symbols 1/2, the sum of number values equal to n − j, and Mn is disjoint.
Therefore the recursive construction for A(t) that uses the matrix Mn corresponds to the
characteristic polynomial
(5)
n

−1

n/2 
2
X
X

n
n
n/2
n/2
x 2 −j = x2
xn −
− (x + 1)n/2 = (x2 − x − 1) 
x2( 2 −1−j) (x + 1)j  .
j
j=0
j=0
The largest root of the characteristic polynomial (5) is real and positive, it can be shown
easily from the Perron–Frobenius theorem. All real roots of the polynomial in the rightmost bracket in (5) are negative, therefore the largest root of the characteristic polynomial
(5) is the same as of x2 − x − 1. However, we can try to improve the construction of the
matrix Mn .
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Construction 5. From Lemma 9 it is possible to see that if at least for one pair n and k
where n is even and 0 ≤ k ≤ n/2 we construct a set V of mutually disjointed rows of the
length n with symbols from the set {1, 1/2} (without stars) in any of which all symbols 1/2
are joined in pairs, the number of such pairs is exactly k and the number of rows in V is
greater than n/2
then replacing in Mn all rows that contain exactly k pairs of symbols
k
1/2 by all rows from V we obtain the matrix M for which in the characteristic polynomial
n
(5) the absolute value of the coefficient of x 2 −k will increase whereas other coefficients will
not be changed. It is obvious that such transformation can not convert a non degenerate
case into a degenerate one (in respect to conditions of the Perron–Frobenius theorem).
Therefore the largest (real and positive) root Xmax will increase, so the asymptotic order
of magnitude of s(t) will increase too.
The search of the set of mutually disjointed rows it is possible to realize at the language
n
of the graph theory. To each of 2k
(2k − 1)!! possible rows we corresponds the vertex of a
graph, two vertices of a graph are connected by an edge if and only if corresponding rows
are disjointed. The problem of the search of maximal (large) set of mutually disjointed rows
it is possible to solve by the way of the search of maximal (large) clique in a corresponding
graph. It isnot hard to prove that for k = 0, 1, 2, n2 −1, n2 it is impossible to construct more

than n/2
mutually disjointed rows. For n = 10, k = 3 it was made a computer search
k
by the hill-climbing method with a random choice of some first rows. At a gradient step
of the algorithm it was chosen the vertex of a graph (the row) connected with the greatest
number of vertices that were still in consideration (i. e. not yet chosen nor rejected), all
non-connected with it vertices in consideration were rejected after this. As a result of the
work of this algorithm it was found the set of 15 rows given below:














V =













(1/2)2
(1/2)2
(1/2)2
(1/2)3
(1/2)4
(1/2)5
(1/2)6
(1/2)7
(1/2)10
1
1
1
1
1
1

(1/2)1
(1/2)1
(1/2)1
(1/2)5
1
(1/2)3
1
(1/2)10
(1/2)7
(1/2)8
(1/2)9
1
1
1
1

(1/2)4
1
1
(1/2)1
1
(1/2)2
(1/2)10
1
(1/2)4
(1/2)7
1
(1/2)5
(1/2)5
(1/2)8
1

(1/2)3
(1/2)6
1
1
(1/2)1
1
(1/2)8
1
(1/2)3
(1/2)9
1
(1/2)9
1
(1/2)6
(1/2)7

(1/2)6
1
1
(1/2)2
(1/2)7
(1/2)1
1
(1/2)6
1
1
(1/2)10
(1/2)3
(1/2)3
(1/2)9
1

(1/2)5
(1/2)4
1
1
(1/2)9
1
(1/2)1
(1/2)5
1
1
(1/2)8
1
(1/2)8
(1/2)4
(1/2)10

1
1
(1/2)9
(1/2)8
(1/2)5
1
1
(1/2)1
(1/2)2
(1/2)3
1
(1/2)10
(1/2)10
1
(1/2)4

1
(1/2)9
(1/2)10
(1/2)7
1
1
(1/2)4
1
1
(1/2)2
(1/2)6
1
(1/2)6
(1/2)3
(1/2)9

1
(1/2)8
(1/2)7
1
(1/2)6
(1/2)10
1
1
1
(1/2)4
(1/2)2
(1/2)4
1
(1/2)5
(1/2)8

At the next table in the intersection of the ith row and the jth column it is indicated
the indexes of components that provide the property of the ith and the jth rows of V to
be disjointed.

1
1
(1/2)8
1
1
(1/2)9
(1/2)3
(1/2)2
(1/2)1
1
(1/2)5
(1/2)7
(1/2)7
1
(1/2)6














.
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N 1 2

3

4

1 X8934

78

2

46

3
4
5
6
7

X 46

5

6

7

46

X 3 1 2 5 8 10 5 1 2 3
X

8

9

10

11

12

13

14

15

34

56

56

34

12

12

12

12

3 10

89

89

37

46

12

12

12

12

79

56

34

12

12

12

12

2 1 4 3 9 10 2 1 6 5
57
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69

78

25

X

23

57

X

48
X

8
9
10
11

31785278
2 10

69

71567234

37941297
49

13

49

1352

46

13

28

14

1496

14

38

1475

15

68

1532

68

46

15

48

48

16

29

16

1684

59

7489

X

56

56

17

49

3568

17

89

X

1 10

34

5349

68

1 10

89

X

37

28

49

2 8 3 7 6 10

X

68

29

3864

47

X

49

7 10

35

X

7 10

35

X

3895

12
13
14
15

X
Construction 6. Replacing in M10 the submatrix consisted of 10 rows that contain
exactly 3 pairs of symbols 1/2 by the set of rows of V we obtain the matrix M 0 . Using M 0
in Construction 3 for the number of rows s(t) of the matrix A(t) we obtain the recurrence
equation
s(t) = s(t − 5) + 5s(t − 6) + 15s(t − 7) + 10s(t − 8) + 5s(t − 9) + s(t − 10)
with the characteristic polynomial
x10 − x5 − 5x4 − 15x3 − 10x2 − 5x − 1
t
the largest root of which is equal to Xmax = 1.6556... Then the ratio t+k
for the generalized
1
proper matrices constructed by means of A(t) tends to 1+log Xmax = 0.5789...
2
It is remained to prove that the number of rows with the number of pairs of symbols
1/2 asymptotically greater than t log2 Xmax = 0.7274... is small in comparison with s(t).
In [3] in the corresponding proof for the recurrence equation s(t) = s(t−1)+s(t−2) it was
used a simplicity of this equation, as a result its solution was written in almost explicit
form that for the characteristic polynomial of 10th degree seems to be problematic. We
shall not develop now any general theory and for the simplicity of a presentation we give
the proof only for Construction 6 with the using of the matrix M 0 .
The recursive construction that uses the matrix M 0 works beginning with t = 10. In the
capacity of initial matrices A(t), t = 0, 1, . . . , 9, it is possible to take arbitrary t-disjoint
matrices; it is essentially that initial matrices must not be empty; the choice of these
matrices affects the asymptotics but not the order of the growth of magnitude of s(t)
t
since the asymptotic of the value s(t) is equal to CXmax
, and initial matrices affects only
constant C. Of course, from a practical point of view it is better to take matrices A(t),
t = 0, 1, . . . , 9, with maximal possible number of rows.
By construction, the set of rows of the matrix A(t) is the collection of all possible
concatenations of admissible parts of the length 10 corresponding to the steps of the
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recursive construction that are completed by a suffix which is a row of some initial matrix.
Having a row of the matrix A(t) it is possible to find its suffix uniquely, namely, separating
step by step from the left side of a row parts of the length 10 we check the sum of number
symbols in current prefix, and then this sum becomes no smaller than t − 9 we declare
that all remained right part of the row is its suffix.
From the form of M 0 it follows that the set of all admissible parts of the length 10
consists of 1 part with 0 pairs of symbols 1/2 and the sum of symbols equal to 10; 5 parts
with 1 pair of symbols 1/2 and the sum of symbols equal to 9; 10 parts with 2 pairs of
symbols 1/2 and the sum of symbols equal to 8; 15 parts with 3 pairs of symbols 1/2 and
the sum of symbols equal to 7; 5 parts with 4 pairs of symbols 1/2 and the sum of symbols
equal to 6; 1 part with 5 pairs of symbols 1/2 and the sum of symbols equal to 5.
Denote by lj (t) the number of rows of the matrix A(t) that contain exactly j pairs of
symbols 1/2.
Lemma 12. Let ε > 0. For the matrix A(t) from Construction 3 constructed by means
of the matrix M 0 from Construction 6 for j ≥ (2/3 + ε)t(1 + o(1)) beginning with some t
the inequality
lj−2 (t + 2)
> 15
lj (t)
holds.
Proof. For an arbitrary row α of the matrix A(t) denote by ni (α), i = 0, 1, 2, 3, 4, 5, the
number of parts of the length 10 in the row α (not counting its suffix) that contain exactly
i pairs of symbols 1/2. Let j0 (α) be the number of pairs of symbols 1/2 in the suffix of α
and let t0 (α) be the sum of number symbols in the suffix of α. For the ratio of the number
j(α) of pairs of symbols 1/2 to the sum t(α) of number symbols in the row α we have
(6)

5n5 (α) + 4n4 (α) + 3n3 (α) + 2n2 (α) + n1 (α) + j0 (α)
j(α)
=
.
t(α)
5n5 (α) + 6n4 (α) + 7n3 (α) + 8n2 (α) + 9n1 (α) + 10n0 (α) + t0 (α)

We are interested by only such rows α from the set A∗ (t) "bad"rows of A(t) for which
beginning with some t the inequality j(α)
> 23 + ε0 , 0 < ε0 < ε, holds. Therefore by (6) we
t(α)
can assume that min
n5 (α) → ∞ for t → ∞ and beginning with some t for each row α
∗
α∈A (t)

of A∗ (t) the inequality n5 (α) > n3 (α) + 1 holds.
Denote by S(t, j, n5 ) the set of rows of the matrix A(t) that contain exactly j pair of
symbols 1/2 and exactly n5 parts of the length 10 that consists of 5 pairs of symbols 1/2.
For given j and sufficiently large t for all values of n5 for which the set S(t, j, n5 ) is not
empty, replace in each row α from S(t, j, n5 ) one of parts of the length 10 with 5 pairs of
symbols 1/2 by admissible part of the length 10 with 3 pairs of symbols 1/2. It is possible
to do it by 15n5 ways. We obtain a row of the matrix A(t + 2) that contains exactly j − 2
pairs of symbols 1/2 and could be obtained by such way from n3 (α) + 1 < n5 rows of
S(t, j, n5 ). Thus, the set S(t, j, n5 ) is associated with the set of rows S(t + 2, j − 2, n5 − 1)
the cardinality of which exceed the first one in more than 15 times. Running through all
values of n5 we prove the statement of the lemma.
u
t
Lemma 13. In the matrix A(t) from Construction 3 constructed by means of the matrix
M 0 from Construction 6 the number of rows with the number of pairs of symbols 1/2 no
less than k0 = b0.70tc is asymptotically small in comparison with the number of all rows
in A(t).
Proof. Estimate the ratio of the number of rows indicated in the statement of this lemma to
> 2/3+ε.
the number of all rows in A(t). Choose d so that d → ∞ for t → ∞ but b0.70tc−2d
t+2d
Using Lemma 12 beginning with some t we have
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t
P
j=k0

t−2d
P

lj (t)

j=k0 −2d

lj (t + 2d)

s(t + 2d)
≤
15d s(t)



2
Xmax
15
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d

(1 + o(1)) → 0.
s(t)
15d s(t)
The lemma is proved.
u
t
Thus, we showed that the number of rows with the number of pairs of symbols 1/2
asymptotically greater than t log2 Xmax = 0.7274... is really small in comparison with s(t).
Thus, Lemma 13 and Theorem 1 prove the next theorem.
<

<

Theorem 2. Construction 6 with the using of the matrix M 0 allows to construct the
sequence of m-resilient functions on Fn
2 that achieve the bound (3) for which
m=

1
n(1 + o(1)) = 0.5789...n(1 + o(1))
1 + log2 Xmax

where Xmax = 1.6556... is the largest root of the characteristic polynomial x10 − x5 − 5x4 −
15x3 − 10x2 − 5x − 1.
Corollary 8. Let α be a real constant, 0.5789... ≤ α ≤ 1. Then there exists the sequence
m
of m-resilient functions on Fn
2 that achieve the bound (3) for which n → α.
The Corollary 8 is arised easily from the fact that taking the functions of the sequence
from the formulation of Theorem 2 and adding t new linear variables to them we increase
the order of resiliency and the number of variables at t whereas an equality in the
bound (3) will be remain valid. Such functions with linear variables have cryptographic
weaknesses, therefore from practical considerations it is more reasonable to apply a bit
more complicated constructions using the results and methods of this or cited papers.
7. Issues on implementation complexity
In this section we discuss briefly the implementation complexity of functions from
constructions proposed by us above. There exists the prejudice that an application in
ciphers functions of large number of variables is unprofitable in practice due to high
computational complexity. However, in some cases including our ones functions of large
number of variables could have small computational complexity.
Show how to calculate effectively the value of our function by a branching program.
Look at the functions g(X, Y ) and g(X, Y, Z) in Constructions 1 and 2. At every step of a
cipher performance it is necessary to calculate the values of the function at some concrete
vector (X, Y ) or (X, Y, Z). Knowing subvectors Y and Z we reduce the calculation of the
value of the function g(X, Y ) (or g(X, Y, Z)) to the calculation of only one its subfunction
fσ (X) where the index σ can be found immediately and uniquely from Y and Z. For
the calculation of the value fσ (X) we look, at first, how variables in the vector X were
rearranged for the producing fσ (X) from the function constructed at the previous step
of the recursion. In the proof of Lemma 11 we described the process of a permutation of
variables in accordance to the form of a corresponding row in a generalized proper matrix
but not specified this process since for the proof of lemma it was not important. In the
aims of effective implementation this process should be strictly defined. It is possible to
permute variables only to attribute the required state (linearity or quasilinearity) to last p
variables of the function although it could be appeared that in the aims of the resistance of
a cipher (obfuscation) it could be helpful more global permutation. In any case, after the
inverse permutation of variables we obtain the function f 0 (X) constructed at the previous
step of the recursion and apply to it the procedures already described above. It is easy
to see that if to fix a generalized (k, k, p, t)-proper matrix and to apply it successively in
Construction 2 a growing number of times restricting permutations of variables at each
step by at most last 2p variables then the computation complexity for the value of the
constructed function by a branching program will be linear.
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