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ON DECOMPOSITION OF A BOOLEAN FUNCTION INTO SUM
OF BENT FUNCTIONS
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ABsTRACT. It is proved that every Boolean function in n variables of a
constant degree d, where d < n/2, n is even, can be represented as the
sum of constant number of bent functions in n variables. It is shown that
any cubic Boolean function in 8 variables is the sum of not more than 4
bent functions in 8 variables.
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1. INTRODUCTION

Nonlinear Boolean functions and their generalizations are widely used in crypto-
graphic applications, e. g. in filter and combining models of pseudorandom stream
generators, for constructing of highly nonlinear S-boxes, see [1], [10].

Boolean functions with extremal nonlinear properties are called bent functions.
They are exactly those functions that have the maximal possible Hamming distance
to the class of all affine Boolean functions in n variables [7]. Note that degree of a
bent function is not more than n/2. One of the most important problem in bent
functions is to find the number of them. In [8] we introduced a new approach to
this problem and formulated the following hypothesis.

Hypothesis 1. Any Boolean function in n variables of degree not more than n/2
can be represented as the sum of two bent functions in n variables (n is even, n > 2).

This hypothesis is an analog of the Goldbach’s conjecture in number theory
unsolved since 1742: any even number n > 4 can be represented as the sum of two
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prime numbers. If one can prove the mentioned hypothesis on bent functions then
the asymptotic value of the number of all bent functions will be found and hence
an answer for the main question in bent functions will be given.

In [8] we checked the hypothesis for Boolean functions in n variables for all
possible small cases: for n = 2,4,6. To check the case n = 8 is too hard now,
since there is no complete affine classification of Boolean functions of degree 4 in 8
variables. Directly it requires to find bent decompositions for about 262 Boolean
functions in 8 variables. Recall that the number of all bent functions in 8 variables
has been found only a few years ago [3] and is about 2106:29,

L. Qu and C. Li [6] continued the study of [§]. They confirmed the hypothesis in
some particular cases. Namely, they proved that all quadratic Boolean functions,
Maiorana-McFarland bent functions and partial spread functions can be represented
as the sums of two bent functions.

In this paper a weakened variant of Hypothesis 1 is studied. It is proved that
every Boolean function in n variables of a constant degree d, where d < n/2, n
is even, can be represented as the sum of constant number of bent functions in
n variables (Theorem 1). Using affine classification of homogeneous cubic Boolean
functions in 8 variables we show that any cubic Boolean function in 8 variables is
the sum of not more than 4 bent functions in 8 variables (Theorem 2).

2. PRELIMINARIES

Recall that a Boolean function f in n variables can be uniquely represented by
its algebraic normal form (ANF)

n

f(z) = Z Z Qiy,oiy Tiy ~+ -+ Ty, | + a0,

where for each k indices i1, ..., are pairwise distinct and all together run trough
all k-element subsets of the set {1,...,n}. Here 4+ denotes sum modulo 2, coefficients
@iy ...ix, G0 belong to Zy. Algebraic degree (briefly degree) of a Boolean function f
is the number of variables in the longest item of its ANF. A Boolean function is
called affine, quadratic, cubic, etc. if its degree is < 1 or equals to 2, 3 and so on.
If all items of ANF of a Boolean function contain exactly k variables then such a
function is called homogeneous of degree k.

A Boolean function f in n variables is called bent if for every nonzero vector y
it holds Zng(—l)f(me(I*y) = 0, where n is even. Equivalently, bent function
is on the maximal possible Hamming distance from the class of all affine Boolean
functions in n variables [7]. Note that degree of a bent function is between 2 and
n/2.

Recall the known McFarland construction [5] of bent functions.

Proposition 1. (see [5]) Let 7 be a permutation on the set of all binary vectors
of length n/2, let h be a Boolean function in n/2 wvariables. Then f(z',z") =
(', m(x")) + h(z") is a bent function in n variables. Here x',x" are of length n/2.

Note that in McFarland construction n variables can be partitioned into halves
in an arbitrary way.

Proposition 2. (see [6]) Every McFarland bent function can be represented as
the sum of two bent functions.
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It is easy to prove Proposition 2. Indeed [6], if one consider a Boolean function in
n variables as a function from GF(2") to GF(2) then f(z/,2") = (a/, 7 (2"))+h(z")
can be represented as sum of two bent functions f; and fo, where fi(z/,2") =
(@', Br(z")) and fa(z',2") = («', (B + 1)w(2”)) + h(z"), where B is an arbitrary
element from GF(2")\ {0,1}.

Recall that a Boolean function f in n variables depends on variable x; if its ANF
contains x;.

Proposition 3. (see [6]) Every Boolean function in n variables that depends on
n/2 variables (or less) is the sum of two bent functions.

Indeed, if a function f depends only on variables x1,...,x4, d < n/2, then it
is the sum of two McFarland bent functions g(z’,z") = (2/,2”) and h(z’,2") =
(', 2"y + f'(2), where f'(z') = f(2',2") and variables 1, ..., x4 are covered by
vector z’.

3. BOOLEAN FUNCTION AS THE SUM OF CONSTANT NUMBER OF BENT
FUNCTIONS

In this section we prove a weakened variant of Hypothesis 1.

Note that according to [6] an arbitrary affine or quadratic Boolean function can
be represented as the sum of two bent functions with the same number of variables.
Let us prove

Theorem 1. Every Boolean function in n variables of degree d, where 3 < d < n/2,

n is even, can be represented as the sum of constant number Ny of bent functions
2k
d

in n variables. Moreover, Ng < 2 (

that n/2 can be divided by k.

), where k is the least number, k > d, such

Here ( Z ) is the binomial coefficient.

Proof. Let f be a Boolean function of degree d. Consider two cases.

Case 1. Let d divide n/2, i. e. n = 2dm for some integer m. Then number k
defined in the statement of the theorem is equal to d. Consider the partition of the
set {1,2,3,...,n} into 2d subsets

Ay ={1,...,m}, Ao ={m+1,...,2m},

As={2m+1,...,3m}, ..., Ayy={2m(d—1)+1,...n}.
For any monomial of degree up to d it is possible to choose d subsets A; in such
a way that union of them, say A, covers all variables of the monomial. Note that
|A| = n/2. Every such a choice of d subsets A; among the given 2d sets defines a
partition of all variables into halves. Let &’ be the vector of variables with numbers
from A and z” be the vector of variables with numbers from {1,2,3,...,n} \ A.

2 " . "
There are ( j ) such partitions (2/,2"") of n variables. Here partitions (2’, 2”) and

(2", 2") are distinct. We say that monomial is associated with a partition (z’,z")
if all its variables are covered by z’. Divide all monomials of the Boolean function
f into groups by the association with the same partition (2’,2”). One can see that
sum of monomials of one group is a Boolean function that depends on not more
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that n/2 variables. Then by Proposition 3 it can be represented as the sum of two
bent functions in n variables.
Thus, every Boolean function f can be expressed as the sum of not more than

2( 2; ) bent functions.

Case 2. Number d does not divide n/2. Take the least k such that k£ > d and
n = 2k, where 1 < £ < n/8. The similar operations as in Case 1 can be performed.
Let us construct partitions (2, ") using sets

By ={1,...,0}, Bo={{+1,...,2(},
By ={20+1,...,30}, ..., Boy={20(k—1)+1,...n}.
Namely for every monomial of degree not more than d one can choose d subsets
B; in such a way that union of them (denote it by B) covers all variables of the
monomial. Note that |B| = d¢ < n/2. If we add to the set B any other k —d subsets

B; (say, with the smallest possible indices) then we obtain the set of size n/2 (it
is considered to be the set of coordinates of 2’) and hence get a partition (2’ 2")

: ) of such partitions

of all variables into halves. Thus, using not more than (

. 2k
(2, 2"") we can represent a Boolean function f as the sum of at most 2 ( ) bent

d
functions in the same way as in Case 1. O

It is easy to derive

Corollary 1. Let even n be multiple of 3. Then every cubic Boolean function in n
variables is the sum of not more than 40 bent functions in n variables.

Corollary 2. Let n/2 be multiple of 4. Then an arbitrary Boolean function in n
variables of degree 4 is the sum of not more than 140 bent functions in n variables.

Corollary 3. Let even n be multiple of 5. Then every Boolean function in n
variables of degree 5 is the sum of mot more than 504 bent functions in n variables.

The next proposition is devoted to decompositions of bent functions. It shows
the speciality of case k = 2 in decomposition of a bent function into the sum of k
bent functions.

Proposition 4. Let k be a positive integer, k # 2. An arbitrary bent function in n
variables can be represented as the sum of k distinct bent functions in n variables.

Proof. Let f be a bent function in n variables. Let us show how to get the required
decompositions. Case k = 1 is out of our interest. Consider k = 3. Take an arbitrary
bent function ¢ in n variables. Let g, be a bent function obtained from g by adding
an affine (nonzero) Boolean function ¢. Then f = f, + g + g¢. It is easy to see that
by considering another bent function h and its shift Ay (that can not be obtained
from f, g by adding an affine functions) one can get a decomposition of f in 5
distinct bent functions, f = foye + g+ g¢ + h + her, and so on.

If k£ is even, consider a bent function g from the McFarland class. By Proposition
2 there exist bent functions m and m’ such that ¢ = m + m’. Then we get a bent
decomposition for the function f in 4 bent functions, namely f = f, +m+m’ + gp.
It is clear now how to get decompositions of f into 6 and more bent functions. [
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4. ANY CcUBIC BOOLEAN FUNCTION IN & VARIABLES IS THE SUM OF AT MOST 4
BENT FUNCTIONS

In this section we find bent decompositions of Boolean functions in 8 variables
of degree up to 3.

Recall that Boolean functions f and g in n variables are affine equivalent, if
there exist nonsingular binary n X n matrix A, vectors u, v of length n and constant
A € Zs, such that g(z) = f(Az + u) + (v, x) + \.

We can study bent decompositions only for affine nonequivalent Boolean functions
due to the following facts.

Proposition 5. A Boolean function affine equivalent to a bent function is bent too.

Proposition 6. Let a Boolean function f in n variables be represented as the sum
of k bent functions. Then every Boolean function affine equivalent to f also can be
represented as the sum of k bent functions.

Proposition 5 is well known [7]. Note that in [9] it is proved that there is no other
isometric transformation of bent functions that save the property to be bent.
Let us recall the following result.

Proposition 7. (see [6]) Every quadratic Boolean function in n variables (n is
even) is the sum of two bent functions in n variables.

The proof of this fact was based on the known affine classification of all quadratic
Boolean functions in n variables (due to the Dickson’s theorem). Thus, let us
consider Boolean functions of degree 3.

Theorem 2. FEvery cubic Boolean function in 8 variables is the sum of not more
than 4 bent functions.

Proof. Consider all affine nonequivalent bent functions in 8 variables of degree not
more than 3. We list them bellow according to classification obtained in [2]. To be
short we write monomial z1z2z3 as 123 and so on. Let f(x) = fs(x) + fa(x) be an
arbitrary cubic Boolean function in 8 variables, where f3(z) is a homogeneous part
of degree 3 and fy(x) has degree < 2. W.l.o.g. assume that f5 is from the table
bellow (otherwise consider a function affine equivalent to f).

It is not hard to get decompositions of the Boolean function f up to the quadratic
part. It is enough to use only following nonequivalent bent functions:

a=123 + 14 + 25+ 36 + 78;

b=123+ 145+ 34+ 16 + 27 + 58;

c =123 41454 346 + 35+ 16 + 15 + 27 4 48;

d =123 4 347 + 356 + 14 + 76 + 25 + 45 + 38;

e =123 + 145+ 247 4 346 + 35 + 17 4 25 + 26 + 48.
We give the required decomposition in the form f(z) = g(w(z)) + h(o(z)) + q(z),
where g and h are bent functions from the set {a,b,c,d, e}, substitutions w, o
are nonsingular affine transformations of variables (permutations in most cases),
function ¢ is a certain Boolean function of degree < 2 (we do not concretize it).
According to [6] any quadratic function ¢ is the sum of two bent functions. Thus,
f can be represented as the sum of not more than 4 bent functions in 8 variables.
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For example, function f(z) = xi12ow3 + Xow4xe + T32527 + T1x22T8 + T123Ts
(number 15 in the table) is the sum b(xzq + x3, 21,28, T4, Te, T3, T5, T7) + d(x1 +
X9, Ta, T3, T4, Ts, L7, L6, Ts) + q(x), where ¢ is a quadratic function.

N Affine nonequivalent homogeneous h
° Boolean functions of degree 3 9 i 7

1 123 a|b|[1,4,5,2,3,6,7,8] id

2 123 + 145 a | a | id 1,4,5,2,3,6,7,8

3 123 + 456 a | a | id 4,5,6,1,2,3,7,8

4 123 4 135 + 236 a | b |id 3,1,5,2,6,4,7,8

5 123 + 124 + 135 + 236 + 456 c|lc|[1+6,23,4,5,6,7,8] 3+4+4,5,1,4,6,2,7,8]

6 123 + 145 + 167 a| b |id 1,4,5,6,7,2,3,8|

7 123 4 246 4 357 b|d| [426,3,8,1,7,5] 1,2,3,4,5,7,8,6

8 123 4 145 4 167 4 246 a | c | id 1,5,4,6,7,2,3,8

9 123 + 145 + 246 + 357 d|d|[1,23,4,5,7,8,6] 1,5,4,2,3,8,6,7

10 | 123 + 124 + 135 + 236 + 456 + 167 b|d|[1+6,23,4,56,7,8] 2+5,4,1,3,6,7,5,8]

11 | 123 + 145 + 167 + 246 + 357 b|c|[61,7,2,4,3,5,8] 1,2,3,5,4,7,6,8

12 | 123 4478 4 568 a | b |id 8,4,7,5,6,1,2,3

13 | 123 4 145 + 167 + 568 a | c | id 1,4,5,6,7,8,2,3

14 | 123 4 246 + 357 + 568 c | d| [4,26,8,3,5,1,7] 1,2,3,4,5,7,8,6]

15 | 123 + 246 + 357 + 128 + 138 b|d|[2+3,1,8,4,6,3,5,7] 1+42,2,3,4,5,7,6,8]

16 | 123 + 145 + 167 + 357 + 568 a| e |id 1,6,7,5,4,3,8,2]

17 | 123 4 145 4 478 + 568 a | c | id 4,1,5,8,7,6,2,3]

18 | 123 4 124 + 135 + 236 + 456 + 167+ e|e|[1,245,3,5,4,6,8,7] 1,2+5,4,6,7,5,3,8]
258

19 | 123 + 124 + 135 + 236 + 456 + 178 b | d 1+6,2,3,4,5,6,7,8] 2+5,4,1,3,7,8,5,6]

20 | 123 + 145 + 246 + 357 + 568 d| e 1,2,3,4,5,7,8,6] 5,6,8,4,1,3,2,7]

21 | 123 4 1454 246 4 467 + 578 c|e 4,3,8,7,6,5,1,2] 1,2,3,4,5,8,6,7]

22 | 123 + 145 + 357 + 478 + 568 ale|id 4,7,8,5,1,6,3,2]

23 | 123 + 246 + 357 + 478 + 568 c|e 1,2,3,5,4,7,6,8] 5,6,8,4,1,7,2,3]

24 | 123 + 246 + 357 + 148 + 178 + 258 c|c 1,2,3,7,8,5,4,6] 2,5,8,4,6,1,3,7]

25 | 123 4 145 4 167 4 246 + 357 + 568 c|d 1,2,3,5,4,7,6,8] 1,7,6,2,5,8,4,3]

26 | 123 4 1454 167 4 246 + 238 + 258+ cle 1,7+ 8,6,4,5,2,3,8] 2,1+8,3,8,5,4,6,7]
348

27 | 123 + 145 + 167 + 258 + 268 + 378+ c|e|[1,3+8,2,5,4,8,6,7 | [6,1+6,7,8,4,3,2,5] ‘
468

28 | 123 4 145 4 246 4 357 4+ 238 + 678 c|c 1,2,3,5,4,7,6,8] 2,3,8,6,4,7,1,5]

29 | 123 4 1454 246 + 357 + 478 + 568 c|c 1,2,3,5,4,7,6,8] 4,2,6,8,7,5,1,3]

30 | 123 + 124 + 135 + 236 + 456 + 167+ c|e 1,2,3+4,6,7,5,4,8] 5,8,2+5,3,1,6,7,4]

258 + 378
31 123 + 156 + 246 + 256 + 147 + 157+
+357 + 348 + 258 + 458

(5,2+4,8,3,7,4,1, 6]

[2,4+5,6,1,3,5,7,8]

5. CONCLUSION

O

The weakened variant of hypothesis about bent decompositions of Boolean func-
tions is proved. For further research it is interesting to decrease the number of bent
functions in decomposition proposed in Theorem 1 and use for these decompositions
not only McFarland bent functions. For small number of variables n = 2,4,6 and 8
(if degree < 3) decomposition of a Boolean function in 2 or 4 bent functions is now
provided. The author is supported by the Russian Foundation for Basic Research

(grant 14-01-00507).
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